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more video sources. Image analysis is performed on the video
data to determine one or more video parameters. The video
parameters are assigned one or more weights based on the
video source and other factors. A series of rules are evaluated
using the data inputs, the video inputs, and their respective
weights. An associated action is performed for each rule that
is activated. The present invention may be used for various
security and safety purposes, including fighting crime, detect-
ing and preventing terrorist activity, and ensuring safety pro-
cedures are followed.
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APPARATUS, METHODS, AND SYSTEMS
FOR INTELLIGENT SECURITY AND SAFETY

FIELD OF THE INVENTION

The present invention is generally related to security and
safety systems. More specifically, this invention relates to
processing of data from various systems, including video
data, and generating alerts based on relative weights attrib-
uted to the data, the source of the data, as well as weights
attributed to external events. The present invention may be
used for various security and safety purposes, including fight-
ing crime, detecting and preventing terrorist activity, and
ensuring safety procedures are followed.

BACKGROUND OF THE INVENTION

Governments, corporations, universities, other institu-
tions, and individuals are increasingly concerned about secu-
rity and safety. In one example involving crime, on Apr. 16,
2007, a student at Virginia Tech University killed 32 people
and injured 24 others. As a result, many parents, students, and
university administrators are increasingly concerned about
security on college campuses.

In one example involving terrorism, General Myers, Chair-
man of the Joint Chiefs of Staff stated on CNN, “As we
focused on the security of military installations around the
country, we really had no process for sharing discrete bits of
information that might be related to security concerns. For
example, if a suspicious-looking vehicle entered into Ft. Bel-
voir, the guards would record that occurrence. But could you
say for sure that that information would be sent to Andrews
Air Force Base, Ft. Dix, the other military installations, the
FBI, or the CIA. The answer is no.” Accordingly, the military
is concerned about retrieving and managing data from numer-
ous sources, including data from video cameras, legacy sys-
tems, and other sensory devices.

In one example involving safety, an explosionina Texas oil
refinery killed 15 people and injured 180 others. The U.S.
Chemical Safety Board determined that various factors, one
of'which was the absence of adequate experience in the refin-
ery, contributed to the accident: “As the unit was being heated,
the Day Supervisor, an experienced ISOM operator, left the
plant at 10:47 a.m. due to a family emergency. The second
Day Supervisor was devoting most ot his attention to the final
stages ofthe ARU startup; he had very little ISOM experience
and, therefore, did not get involved in the ISOM startup. No
experienced supervisor or ISOM technical expert was
assigned to the raffinate section startup after the Day Super-
visor left, although BP’s safety procedures required such
oversight.” (See Investigation Report: Refinery Explosion
and Fire, Chemical Safety Board, March 2007, pg. 52.)
Accordingly, large and small corporations are concerned
about ensuring that proper safety and security procedures are
followed.

Therefore, as recognized by the present inventors, what are
needed are a method, apparatus, and system for intelligent
security and safety. What is needed is a method for monitor-
ing data from various systems, including video data. What is
also needed is a method for intelligent alerting of appropriate
individuals based on the data.

Accordingly, it would be an advancement in the state of the
artto provide an apparatus, system, and method for intelligent
security and safety that receives data inputs from various
systems, including video cameras, and that generates intelli-
gent alerts based on the data inputs.
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It is against this background that various embodiments of
the present invention were developed.

BRIEF SUMMARY OF THE INVENTION

The present invention is a method and system for intelli-
gent monitoring and intelligent alerting. One or more data
inputs are received from one or more systems. A weight is
attributed to each data input based on such factors as the input
data, the source of the input data, external events, etc. One or
more video inputs are received from one or more video
sources. Image analysis is performed on the video data to
determine one or more video parameters. The video param-
eters may include motion, duration of motion, face detection,
etc. The video parameters are assigned one or more weights
based on such factors as the magnitude of the video param-
eters, the reliability of the video source, etc. A series of rules
are evaluated using the data inputs, the video inputs, and their
respective weights. An associated action is performed for
each rule that is activated. An action may be an email alert, an
address on the public address system, an automatic call to the
police, etc.

In one embodiment, an accumulated value is calculated
from the data inputs, the video inputs, and their respective
weights. A hierarchy of actions is performed based on the
accumulated value and one or more threshold values.

The weights, the rules, and the actions are configurable by
a system administrator. The system administrator may cus-
tomize the types of actions, their hierarchy, under what con-
ditions actions are escalated, etc. In one embodiment, forced
alerts are used, in which a person at a given level must respond
to an alert, and if the person does not respond, the alert is
automatically escalated to a higher level.

An authorized user, such as a security officer, can view the
status of the alerts at any time using a terminal connected to a
network. The security officer has an interface which shows
meters representing an accumulation of all data inputs and
video inputs. The meters show the relationship of the accu-
mulated value and the thresholds. The meters may be sliding
bars, circular gauges, or any alternative design. For example,
the meter may go from grey to yellow when motion is
detected in a given area of a certain video source for a given
period of time. The meter may then turn red when in addition
to the motion being detected, a certain individual swipes
through a given entrance and the time is after a certain hour.
This may be applied to a situation in which an executive
enters his or her office building late at night, and there is
motion detected for more than ten minutes behind his desk.

Other features, utilities and advantages of the various
embodiments of the present invention will be apparent from
the following more particular description of embodiments of
the invention as illustrated in the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a system architecture of one embodiment
of the present invention;

FIG. 2 illustrates a software architecture of one embodi-
ment of the present invention;

FIG. 3 illustrates a hardware architecture of one embodi-
ment of the present invention; and

FIG. 4 illustrates a flowchart of a process according to one
embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention provides intelligent security and
safety monitoring. The present invention may be imple-
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mented as a modular system that can utilize several core
components that may be integrated together: video detection
components, input components, action components, and ser-
vice components. A rules engine codifies and evaluates vari-
ous rules, such as “issue an alert to person A when motion is
detected in location B for time period C.” The video detection
components are used to extract relevant video parameters
from the video sources; the video parameters are input into
the rules engine. The input components may be used to
receive inputs from other systems, for example sensory
devices, such as temperature probes. The action components
represent various actions that may be taken under certain
conditions, and may be activated by the rules engine. Finally,
the service components provide interfaces for services per-
formed by human beings (“Artificial artificial intelligence™),
for example remote monitoring by off-shore security guards
(“Mechanical Turks”).

The present invention may be implemented using any num-
ber of detection, input, action, and service components. Some
illustrative components are presented here, but the present
invention is not limited to this list of components. An advan-
tage of the present invention is the open architecture, in which
new components may be added as they are developed.

FIG. 1 shows system architecture 100 of one embodiment
of the present invention. One or more data inputs 102 are
received via one or more input components 104 (only one
input component is illustrated for clarity). The data inputs
could be data from police reports, anonymous tips, sensory
devices, etc. In one embodiment, data inputs could come from
a personnel database in storage 112 and from temperature
probe 116. The input components, such as input component
104, provide interfaces between the system 100 and various
input devices. The data inputs 102 are assigned a weight by
data weight engine 106. The weights may be a function of the
input data, the source of the input data (such as its reliability),
external events (such as the National Terror alerts in the
United States), or any other information. (Only one input data
is shown being processed by data weight engine 106 for
clarity.)

One or more video inputs 107 are received and processed
by one or more detection components 108 (only one video
detection component is illustrated for clarity). The video
inputs could be historical, archived video data, such as video
from storage 112, or could be video data from live video
cameras, such as camera 114 or camera 115. The detection
components, such as detection component 108, determine
one or more video parameters from the video inputs 107. For
example, detection component 108 may detect whether or not
there is a person in a particular region of video input 107. The
one or more video parameters that are determined by the
detection component 108 are assigned a weight by video
weight engine 110. The weights may be a function of the
video data, the video source (such as its reliability), external
events (such as the National Terror alerts in the United States),
orany other information. (Only one video parameter is shown
being processed by video weight engine 110 for clarity.)

Cameras 114 and 115 may be digital IP cameras, digital PC
cameras, web-cams, analog cameras, cameras attached to
camera servers, etc. Any camera device is within the scope of
the present invention, as long as the camera device can cap-
ture video. Some cameras may have an integrated micro-
phone; alternatively, a separate microphone may be used to
capture audio data along with video data. As used herein, the
terms “video,” “video data,” “video source,” etc. are meant to
include video without audio, as well as video with interlaced
audio (audiovisual information). Of course, it is to be under-
stood that the present invention may also be implemented
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using audio data without accompanying video data by replac-
ing cameras with microphones.

The weighted input data and the weighted video data (out-
puts from the data weight engine 106 and the video weight
engine 110) are processed by rules engine 120. Rules engine
120 evaluates a set of rules based on the weighted input data
and the weighted video data. The rules engine 120 activates
one or more actions via one or more action components 122.
For example, the rules engine 120 may contain a rule stating:
“Issue email alert to Executive A (Action Component 1) if
Executive A swipes into office building (Data Input Compo-
nent 1) and within the last twenty minutes there was motion
for more than five minutes in the region behind his desk on the
camera in his office (Detection Component 1).” If the precon-
ditions of the rule are satisfied, the action is performed. As
discussed previously, the preconditions may be weighted
based on the data, the source of the data, external events, and
other information. For example, the executive swiping into a
building would be given a higher weight than a tip saying that
the executive has entered the building. A security guard log-
ging into a system that the executive has entered the building
may receive an even higher weight.

In FIG. 1, data may also come from a service component
118. Service components, such as service component 118, are
interfaces to human operators (“Artificial artificial intelli-
gence”). For example, a service component may provide an
interface for human operators to monitor a given area for
suspicious activity, and to send a signal to the rules engine 120
that suspicious activity is going on in a given area. The rules
engine 120 will activate an action if a corresponding rule is
activated. Alternatively, the human operator may force an
action to be performed by directly activating an action com-
ponent, such as action component 122.

Equations 1 to 4 show possible rules that may be evaluated
by rules engine 120. For example, as shown in Eq. 1, action
component a, will be activated if the expression on the left-
hand side is greater than a predetermined threshold T, . In Egs.
1-4, “a” stands for action component, “f, g, and h” are prede-
termined functions, “w” stands for weight, “x” stands for the
input data, and “v” stands for video data. Note, j is a finite
positive integer. Eqs. 1-4 could represent a hierarchy of
actions that would be activated for different threshold sce-
narios. Alternatively, Eqs. 1-4 could represent several rules
being evaluated in parallel. Eqs. 1-4 are illustrative of only
one embodiment of the present invention, and the present
invention may be implemented using other equations, other
expressions, or even by using heuristic rules rather than equa-
tions.

ap :fj[ 3 W;'x;]+gj[7 Wi'Vi] +hj(f':rnw(v)'v([)d[] =7
- : t=1

a =fj[ 3 w;-x;]+gj[7 Wi'Vi] +hj(f':rnw(")'v(f)df] =7
- : t=1

M

@

&)
@

w; -x;] +gj[2 w;-v;] +hj(ﬁ?nw(v)-v(t)dt] =75

i=1

aj =fj[_

Equation 5 shows an example of a calculation of determin-
ing a weight that may be performed by data weight engine 106
or video weight engine 110. The weight “W,” may be based
on several factors, including the source of the data “S,” (for
example, the reliability of the source), the time that the data
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was received “T,” (for example, older data would be assigned
a lower weight), and the frequency that the data was received
“F,” (for example, the same data received multiple times
would be assigned a higher weight). Other weighting factors
may also be used, and the weighing factors described here are
illustrative only and are not intended to limit the scope of the
invention.

W=S; Ty F; (5)

Equation 6 shows an example of a calculation that may be
performed by detection component 108 to determine a video
parameter “v,” from the video data “v(t)”. Eq. 6 shows a video
stream “v(t)” weighted by a weighting function “w(v)” and
integrated over time from time t=1 to t=t,,. The video param-
eter “v,” may be obtained as a function “h,” of the integral. For
example, a detection component for counting the number of
people that enter a region over a period of time may perform
face detection in a given frame, count the number of faces
detected, and then integrate over several frames to obtain a
final count.

v =f‘-(f’:rnw(v)-v(t) -ah]
t=1

In one embodiment, the function “h,” of Eq. 6 may be a
composition of several functions, as shown in Equation 7. For
example, a detection component may count the number of
people wearing a safety helmet that enter a given area by
composing a safety helmet detection function with a people
counting function.

©

M

In one embodiment, the new, or future, weights may be
based on the past weights and external events weights.
Examples of external events could be “Amber Alerts” for
missing children, “National Terror Alerts” for terrorist activ-
ity in the United States, etc. For example, new, or future,
weights may be determined by composing a matrix of past
weights with external event weights. Note j is a finite positive
integer.

FIG. 2 shows a software architecture 200 of one embodi-
ment of the present invention. A presentation layer 202 pro-
vides the front-end interface to users of the system 100 of
FIG. 1. Several user interfaces are provided. For example, a
user interface is provided for an administrator, who can
modify various system parameters, such as the data input
components, the detection components, the data and video
weights, the rules, as well as the action components. Another
user interface is provided for an officer, such as a security
guard, to monitor the activity of the system 100. For example,
auser interface for the security officer would allow the officer
to monitor alerts system-wide, turn on and off appropriate
cameras, and notify authorities. An interface is also provided
for an end-user, such as an executive. The interface for the
end-user allows, for example, the end-user to monitor those
alerts relevant to him or her, as well as to view those cameras
and video sources he or she has permission to view. Various
user interfaces may be created for various users of the present
invention, and the present invention is not limited to any
particular user interface shown or described here.

A middle layer 204 provides the middleware logic for the
system 100. The middle layer 204 includes the weight
engines 106, 110 as well as the rule engine 120 of FIG. 1. The
middle layer interfaces with the user interface 202 and evalu-
ates the logic of Equations 1-8.

h=gjog0... 08,
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A database layer 206 is provided for storing the input data
and the video data. In one embodiment, the database layer 206
may be implemented using a hierarchical storage architec-
ture, in which older data, or less frequently used data, is
migrated to slower and cheaper storage media. The database
layer 206 provides the input data and the video data to the
middle layer 204, which in turn processes the data for display
by the presentation layer 202.

FIG. 3 shows a hardware architecture 300 of one embodi-
ment of the present invention. The software architecture 200
may be implemented using any hardware architecture, of
which FIG. 3 is illustrative. A bus 314 connects the various
hardware subsystems. A display 302 is used to present the
output of the presentation layer 202 of FIG. 2. An /O inter-
face 304 provides an interface to input devices, such as key-
board and mouse (not shown). A network interface 305 pro-
vides connectivity to a network, such as an Ethernet network,
a Local Area Network (LAN), a Wide Area Network (WAN),
an [P network, the Internet, etc. RAM 306 provides working
memory while executing a process according to system archi-
tecture 100 of FIG. 1. Hard disk 308 provides the program
code for execution of a process according to system architec-
ture 100 of FIG. 1. CPU 309 executes program code stored on
hard disk 308 or RAM 306, and controls the other system
components. Hierarchical storage manager 310 provides an
interface to one or more storage modules 312 on which video
data is stored. It is to be understood that this is only an
illustrative hardware architecture on which the present inven-
tion may be implemented, and the present invention is not
limited to the particular hardware shown or described here. It
is also understood that numerous hardware components have
been omitted for clarity, and that various hardware compo-
nents may be added without departing from the spirit and
scope of the present invention.

FIG. 4 illustrates a process 400 according to one embodi-
ment of the present invention. Process 400 may be stored in
hard disk 308 and RAM 306, and may be executed on CPU
309 of FIG. 3. The process starts at step 402. Input data from
one or more data sources is received, as shown in step 404.
Video data from one or more video sources is received, as
shown in step 406. Image analysis is performed on the video
data to generate one or more video parameters, as shown in
step 408. One or more data weights are calculated for the
input data, as shown in step 410. One or more video weights
are calculated for the video parameters, as shown in step 412.
A set of rules is evaluated using the input data, the data
weights, the video parameters, and the video weights, as
shown in step 414. One or more actions are performed based
on the evaluation of the rules, as shown in step 416. Process
400 ends in step 418.

According to the present invention, various detection com-
ponents may be used to determine one or more video param-
eters from the video inputs. These detection components may
be configured to record meta-data along an occurrence of
each event. For example, if a person is detected in an area by
a face detection component, meta-data may be stored along
with each occurrence of that person in the video. Some illus-
trative detection components are listed below. However, the
present invention is not limited to these detection compo-
nents, and various detection components may be used to
determine one or more video parameters, and are all within
the scope of the present invention.

1. Detect presence of intruder in designated area

2. Detect presence of intruder in designated area during
designated time

3. Detect whether it is a person in designated area (exclud-
ing pets, wind, etc.)
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4. Detect number of people in designated area

5. Detect if more people entered a designated area than left
the designate area

6. Detect voice (sound) volume

7. Recognize certain sound patterns, such as gunshots or
shouts

8. Detect certain key words

9. Detect speed of motion of an object

10. Detect size of object

11. Detect area of motion

12. Detect acceleration

13. Detect if person is too short in designated area

14. Detect if person is too long in designated area

15. Detect a face

16. Recognize a certain face

17. Detect object left in a given area for a certain period of
time

18.

19.

20.

Count number of vehicles
Detect if vehicle crossed lane
Detect if vehicles is driving the wrong way in a lane

21. Determine type of vehicle

22. Detect license plate of vehicle

23. Detect percent of lane occupied

24. Detect speed of vehicle

Additionally, various sensory devices may be integrated
into system 100 of FIG. 1 by adding an input component for
receiving and processing the input from the sensory device.
Some illustrative input components are listed below. How-
ever, the present invention is not limited to these input com-
ponents, and various other input components associated with
various other sensory and other devices are within the scope
of the present invention.

1. Measure temperature

2. Measure pressure

3. Measure height

4. Measure speed

5. Measure revolutions per minute

6. Measure blood pressure

7. Measure heart rate

8. Measure RFID signal
9. Measure chlorine level
. Measure radon level
. Measure dust particle level
. Measure pollution level
. Measure CO, emission level
. Measure bacteria level in water
. Measure water meter

16. Measure electrical meter

As described above, various action components may be
used to perform one or more actions in response to a rule
being activated. The rules engine may activate one or more
action components under certain conditions defined by the
rules. Some illustrative action components are listed below.
However, the present invention is not limited to these particu-
lar action components, and other action components are
within the scope of the present invention.

1. Send email alert to designated person
. Send SMS alert to designed phone number
. Send message to designated blackberry
. Send alert to public address system
. Send message or picture to police
. Send alert email to mass mailing list
. Send text message (SMS) to mass list
. Send alert to PC or PocketPC
. Call designated phone
10. Turn lights on or off in designated area
11. Turn thermostat up or down
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12. Turn camera on or off

13. Issue a forced alerts (with automatic escalation if no
response)

14. Follow a person using Pan-Zoom-Tilt (PTZ) camera

15. Follow a person from camera to camera

According to the present invention, service components
may be used to integrate human intelligence into system 100.
For example, a service component may provide a user inter-
face for remote security guards (“Mechanical Turks™) who
may monitor the video inputs. Some illustrative examples of
what the security guards could monitor for and detect is listed
below. Some events, such as “suspicious behavior,” which
may be hard for a computer to detect, may be detected by a
human operator (“Artificial artificial intelligence”). The
human operators may also add meta-data for each occurrence
of'an event. For example, a security guard may add meta-data
to each portion of a video where he or she noticed suspicious
activity. The present invention is not limited to the examples
described here, and is intended to cover all such service
components which may be added to detect various events
using a human operator.

. Detect people going into building but not coming out

. Detect people carrying packages in and not carrying out
. Detect people carrying packages out but not carrying in
. Detect people wearing different clothes

. Detect people acting suspiciously

. Detect people carrying guns

. Detect people tampering with locks

. Detect people being mugged

. Detect a shooting

10. Detect people being bullied

The components listed above may be reused and combined
to create advanced applications. Many advanced applications
may be assembled by using various combinations and sub-
combinations of components. The following discussion illus-
trates several advanced applications that may be created using
the above components: a university security application, a
workflow safety monitoring application, and a terrorist track-
ing application.

A security application may be created for a university,
college, or school using appropriate components selected
from the above. For example, cameras and gunshot detection
devices may be installed around a campus. The gunshot
detection devices are interfaced to the system 100 via an
appropriate gunshot input component. The cameras are moni-
tored by appropriate detection components, for example, a
face detection component may be utilized in order to detect
faces in a video image. Various action components may be
installed, including an action component to alert the campus
police and an action component to send a text message via
SMS to all students on campus. The university’s student and
personnel system may also be interfaced to the system 100 via
an appropriate input component. The rules engine would be
configured by a system administrator at the university. For
example, a sample rule may say, “If only one card swipe is
registered in the student system, while two or more people are
detected passing a certain threshold on a video camera moni-
toring a turnstile (tailgating), then issue an audible alert to the
security guard.” Another rule may say “Ifasensory device has
detected a gunshot, then issue an alert to the campus police as
well as a text message via SMS to all students on campus.”

A service component may be added, which may provide an
interface for a security guard sitting in a central location on
campus to monitor all alerts coming into the system. The
service component may include a user interface for the secu-
rity guard to view selected cameras, notify the police, or issue
alerts to all students.

O 0~ N BN
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One example of an illustrative scenario is described here.
However, the present invention is not limited to this particular
scenario. Suppose a student is detected tailgating behind
another student to gain entrance into a dormitory, by using the
face detection and student system input components
described above. First, an audible alert would be automati-
cally issued to anybody in the vicinity of the dormitory
entrance. Then, suppose a gunshot is detected by one of the
gunshot devices, and the data enters the system via a gunshot
input component. These two events are assigned weights by
the weight engines. The rules engine would evaluate the sec-
ond rule, and automatically notify the police and send a mass
text message to all students on campus. Such a system con-
figuration of the present invention could have prevented the
second set of shootings at Virginia Tech.

In one embodiment, another action component may be
activated, for example a “Follow Person” component. Such a
component would track the person who was detected as tail-
gaiting through the entrance and follow that person through
multiple cameras around campus. The person may be fol-
lowed either in real time, switching from camera to camera as
the person moves, or by retracing the steps the person has
already taken. Further, the person’s steps on previous visits
may also be retrieved using a face recognition component.

In another embodiment, an input component may provide
an interface to the police system, for example, a database of
arrest and reports of criminal activities. The data inputs and
video inputs are weighted according to their sources. For
example, data from police records are weighted highly, while
data from anonymous tips are weighted lower. The weighted
values are input into the rules engine which determines the
alerts or other actions to take based on the rules.

Another application may be created for safety, auditing,
and security of a facility using the above components. By
integrating with legacy systems using the input components
and receiving inputs from video cameras, the safety system
may enforce various workflow, process flow, and/or safety
rules and regulations. For example, if a safety alert is issued,
then certain cameras may be turned on to monitor each of
various steps necessary to correct the safety problem by
monitoring the number of people at each step of the process,
the length of time each person stays at each step of the pro-
cess, etc.

One example of an illustrative scenario is described here.
However, the present invention is not limited to this particular
scenario. As stated previously, an explosion at an oil refinery
in Texas was contributed by an experienced manager leaving
the premises. This disaster would have been prevented by
enforcing workflow and process flow constraints by using the
principles and components of the present invention. For
example, by using a face counting component to count the
number of faces in a room, and a rule to issue an alert if there
is not a face at each of the required workstations. An input
component would be used to interface to legacy systems, such
as personnel systems, and to determine average experience
levels of personnel in each section of the refinery. Various
action components may be used to issue intelligent alerts to
various personnel depending on customizable conditions,
such as severity, time, and response necessary for the alert.
Various workflow and process flow constraints may be
enforced by utilizing the input components and video detec-
tion components. The workflow may be codified in a set of
rules in the rules engine, and which may be setup by a system
administrator.

For example, suppose a first worker with 10 years of expe-
rience entered the refinery, his face was detected by a camera
on the entrance doorway into the refinery, his face was rec-
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ognized against a database of employees, his name was
retrieved, his experience level was retrieved from the person-
nel system, and the rules engine determined that an accept-
able average experience level was present in the refinery (10
years). Suppose another worker with only 2 years of experi-
ence entered the refinery, his face was detected by the camera
on the entrance doorway into the refinery, his face was rec-
ognized against a database of employees, his name was
retrieved, his experience level was retrieved from the person-
nel system, and the rules engine determined that an accept-
able average experience level was present in the refinery (6
years average). Now suppose the first worker with 10 years
experience leaves the refinery, his face is detected by a camera
on the exit doorway, his face is recognized against a database
of employees, his name is retrieved, his experience level is
retrieved from the personnel system, and the rules engine
determines that the average experience level has dropped
below a predetermined threshold (e.g., 6 years). The rules
engine then activates an appropriate action, such as issuing an
alert, corresponding to the rule that was activated. (Suppose
in this scenario, the rule was codified by the system admin-
istrator to issue an alert if the average experience level in the
refinery drops below 6 years.) Such a system configuration of
the present invention could have prevented the explosion in
the Texas oil refinery.

In one embodiment, various sensory devices may monitor
the refinery. If a sensory device detects something irregular,
the rules engine issues an audible alert and activates certain
cameras to ensure that a proper response is taken. For
example, if the pressure in the refinery goes up, then cameras
corresponding to those valves that need to be adjusted are
turned on. If no face is detected in those cameras for the next
ten minutes, then the rules engine may escalate the alert to
appropriate management. Such a system, constructed accord-
ing to the present invention from the components described
here, could have prevented the explosion in the Texas refinery.

Another application may be created for catching terrorists,
suspected terrorists, or other dangerous individuals, such as
people on the FBI Most Wanted, by using the components of
the present invention. For example, cameras may be installed
in public places, and a face recognition component may be
installed. The face recognition component may be interfaced
to a database of faces of suspected terrorists, FBI Most
Wanted list, etc. In addition, a service component may be
installed, providing an interface on the web for anyone to log
into the public cameras, and monitor them for suspected
terrorists or other dangerous individuals. In one embodiment,
the videos may be streamed peer-to-peer to millions of people
on the internet. Each person logging into the camera would be
randomly assigned, for example, 10 out of 1,000 suspected
terrorists. Those 10 faces would appear on the interface, and
the individuals logged in may activate an alert if they recog-
nize one of those terrorists in the camera image. An advantage
of'using peer-to-peer streaming video is that many people can
watch the same video camera with no degradation of perfor-
mance and very inexpensive bandwidth. However, the present
invention does not need to be implemented using peer-to-peer
video streaming, and it may be implemented using central-
ized video streaming.

The same application may be used to allow many people to
watch public cameras for such things as neighborhood intru-
sions, missing persons, violent predators, etc. Inputs can also
be received and weighted from anonymous tips, security
guards, police databases, public events, etc.

Other embodiments of the present invention may be used
for auditing, compliance, and banking fraud detection. For
example, the components of the present invention may be
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used to create an application for banking fraud detection,
including banking verification, and fraud/theft prevention. At
an ATM, a signature may be captured via a signature input
component. A face may be captured via a camera installed on
the ATM machine. A face recognition component may be
used to determine whether the face is associated with the
signature, and/or the bank card that was inserted into the ATM
machine. Various alerts may be issued based on the face
recognized, the time of day, the length of time the person is at
the ATM, the amount of money that is being withdrawn, and
the number of people in front of the ATM. The rules may also
be codified to perform certain actions if someone is detected
sleeping in the ATM booth, or if a suspicious individual enters
the ATM booth.

Other embodiments of the present invention may be used in
a community security system, which could be used in neigh-
borhoods, retirement villages, residential communities, cor-
porate campuses, construction sites, etc. For example, a secu-
rity application may be created using the components of the
present invention for a residential community with com-
monly shared facilities, such as streets, roads, playgrounds,
tennis courts, swimming pools, etc. Digital cameras would be
installed in strategic places, e.g., on the streets overlooking
the playgrounds. Video data would be gathered and displayed
in real-time over a wireless or wired network so that any
resident (or security guard) can watch any camera from any-
where at any time. Action components would be used to send
an alert if a child is noticed alone in the playground, if unau-
thorized cars are perusing the street, etc.

In some embodiments, other sensory devices may be added
to the community security application by using other input
components. For example, radon levels, CO, levels, fire
detectors, smoke detectors, dust particle detectors, etc. may
be added by using an appropriate input component. Rules in
the rules engine could be customized, for example, if a fire is
detected, then alerts may be sent to individuals who are
affected as well as to the fire department. Another sample rule
that could be implemented in the rules engine would detect a
person who has not left their house for a certain period of time
and to alert appropriate relatives. Yet another sample rule
would send alerts if power failed in the community.

In other embodiments, water and electric meters having the
capability of transmitting data electronically may be used
with appropriate input components. An input component may
receive data from water meters and the rules engine may
monitor water usage and time of day, present water usage
versus past water usage, etc. and send alerts for possible leaks,
broken pipes, etc. An input component may receive data from
electrical meters and the rules engine may monitor electric
usage and time of day, present electric usage versus past
electric usage, etc. and send alerts for possible broken wires,
electrical shorts, etc.

More advanced applications may be created using storage
of historical data. For example, a database may be created of
past intruders or fraudulent perpetrators. Their faces may be
recorded in the database. Future incidences may be prevented
by matching suspicious individuals against the database.

In one embodiment, the rules may be set by a system
administrator. In another embodiment, the rules may be heu-
ristically updated. For example, the rules may be learned
based on past occurrences. In one embodiment, a learning
component may be added which can recognize missing rules.
If an alert was not issued when it should have been, this may
be noted by an administrator of the system, and a new rule
may be automatically generated.

In some embodiments of the present invention, encryption
is provided for added privacy. For example, a user may restrict
who on the internet may watch the surveillance cameras and
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have access to the data. Access may also be restricted by time,
location, and camera. Stored historical data may also be
encrypted for privacy.

While the methods disclosed herein have been described
and shown with reference to particular operations performed
in a particular order, it will be understood that these opera-
tions may be combined, sub-divided, or re-ordered to form
equivalent methods without departing from the teachings of
the present invention. Accordingly, unless specifically indi-
cated herein, the order and grouping of the operations is not a
limitation of the present invention.

While the invention has been particularly shown and
described with reference to embodiments thereof, it will be
understood by those skilled in the art that various other
changes in the form and details may be made without depart-
ing from the spirit and scope of the invention.

What is claimed is:
1. A system for monitoring, alerting, and acting, compris-
ing:
one or more sensory devices for performing a measurement
and generating input data;
one or more video sources for capturing video data;
one or more storage areas for storing video data and input
data;
one or more processors, operatively coupled to the one or
more storage areas; and
one or more memories, operatively coupled to the one or
more processors and the one or more storage areas, the
one or more memories encoded with program code rep-
resenting instructions to be executed by the one or more
processors to:
receive input data from the one or more sensory devices;
determine one or more data weights for the input data
based on a weight corresponding to a reliability of the
sensory devices a weight corresponding to a source of
the input data, a weight corresponding to a time the
input data was received, a weight corresponding to a
frequency that the input data was received, and a
weight based on events external to all of the sensory
devices;
receive video data from the one or more video sources;
perform image analysis on the video data to generate one
or more video parameters;
determine one or more video weights for the video
parameters based at least on the reliability ofthe video
sources and based on events external to the system;
evaluate a set of rules based on the input data, the video
parameters, the data weights, and the video weights;
and
perform one or more actions based on the evaluation of
the set of rules,
wherein future data weights are determined from past
data weights using weighted additional external
event weights.
2. The system of claim 1, further comprising program code
to:
generate meta-data based on the input data and the video
parameters.
3. The system of claim 1, further comprising program code
to:
receive data from external police databases; and
evaluate the set of rules based on the received data.
4. The system of claim 1, further comprising program code
to:
receive data from anonymous tips, the anonymous tips
having unidentified source, unidentified location, and
unidentified timestamp; and
evaluate the set of rules based on the received data.
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5. The system of claim 1, wherein the set of rules includes
at least a rule for activating an action when a weighted sum of
a set of events is greater than a predetermined threshold.

6. The system of claim 1, wherein the data weights are
determined at least from a weight corresponding to a source
of the input data, a weight corresponding to a time the input
data was received, and a weight corresponding to a frequency
that the input data was received.

7. The system of claim 1, wherein the video parameters are
determined from the video data by a weighted integral of the
video data over time, weighted by a video weighing function.

8. The system of claim 7, wherein the video parameters are
determined from the video data by a predefined function of
the weighted integral, and the predefined function is a com-
position of several other functions.

9. The system of claim 1, further comprising:

one or more audio sources for capturing audio data,

wherein the one or more memories further comprise pro-

gram code to:

receive audio data from the one or more audio sources;

perform audio analysis on the audio data to generate one
or more audio parameters; and

determine one or more audio weights for the audio
parameters based at least on the reliability of the audio
sources and based on events external to the system.

10. The system of claim 1, further comprising program
code to:

receive historical video data from the one or more storage

areas;

determine one or more historical video data weights for the

historical video data; and

evaluate the set of rules based at least on the historical

video data and the historical video data weights.

11. The system of claim 1, wherein the events external to all
of'the sensory devices include at least an event from a police
database, an event from National Terror Alert system, an
event from Amber Alerts for missing children, and an event
based on at least one anonymous tip.

12. A system for monitoring, alerting, and acting, compris-
ing:

one or more sensory devices for performing a measurement

and generating input data;

one or more storage areas for storing input data;

one or more processors, operatively coupled to the one or

more storage areas; and

one or more memories, operatively coupled to the one or

more processors and the one or more storage areas, the

one or more memories encoded with program code rep-

resenting instructions to be executed by the one or more

processors to:

receive input data from the one or more sensory devices;

determine one or more data weights for the input data
based on a weight corresponding to a reliability of the
sensory devices a weight corresponding to a source of
the input data, a weight corresponding to a time the
input data was received, a weight corresponding to a
frequency that the input data was received, and a
weight based on events external to all of the sensory
devices;

evaluate a set of rules based on the input data and the data
weights; and

perform one or more actions based on the evaluation of
the set of rules,
wherein future data weights are determined from past

data weights using weighted additional external
event weights.
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13. The system of claim 12, further comprising program
code to:

receive input from external police databases; and

evaluate the set of rules based on the received input.

14. The system of claim 12, further comprising program
code to:

receive input from anonymous tips, the anonymous tips

having unidentified source, unidentified location, and
unidentified timestamp; and

evaluate the set of rules based on the received input.

15. The system of claim 12, wherein the set of rules
includes at least a rule for activating an action when a
weighted sum of a set of events is greater than a predeter-
mined threshold.

16. The system of claim 12, wherein the weights are deter-
mined at least from a weight corresponding to a source of the
input data, a weight corresponding to a time the input data was
received, and a weight corresponding to a frequency that the
input data was received.

17. The system of claim 12, further comprising:

one or more audio sources for capturing audio data;

wherein the one or more memories further comprise pro-

gram code to:

receive audio data from the one or more audio sources;

perform audio analysis on the audio data to generate one
or more audio parameters; and

determine one or more audio weights for the audio
parameters based at least on the reliability of the audio
sources and based on events external to the system.

18. The system of claim 12, further comprising program
code to:

receive historical data from the one or more storage areas;

determine one or more historical data weights for the his-

torical data; and

evaluate the set of rules based at least on the historical data

and the historical data weights.

19. The system of claim 12, further comprising program
code to:

perform data analysis on the input data to generate one or

more data parameters; and

determine one or more data parameter weights for the data

parameters based at least on the reliability of the sensory
devices and based on events external to the system.

20. The system of claim 12, wherein the events external to
all of the sensory devices include at least an event from a
police database, an event from National Terror Alert system,
anevent from Amber Alerts for missing children, and an event
based on at least one anonymous tip.

21. A method for monitoring, alerting, and acting, com-
prising the following steps:

receiving input data from one or more sensory devices;

determining via a processor one or more data weights for

the input data based on a weight corresponding to a
reliability of the sensory devices and based on events
external to the system;

evaluating a set of rules based on the input data and the data

weights; and

performing one or more actions based on the evaluation of

the set of rules,

wherein future data weights are determined from past
data weights using weighted additional external event
weights.

22. The method of claim 21, further comprising:

receiving input from external police databases; and

evaluating the set of rules based on the received input.
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23. The method of claim 21, further comprising:

receiving input from anonymous tips, the anonymous tips

having unidentified source, unidentified location, and
unidentified timestamp; and

evaluating the set of rules based on the received input.

24. The method of claim 21, wherein the set of rules
includes at least a rule for activating an action when a
weighted sum of a set of events is greater than a predeter-
mined threshold.

25. The method of claim 21, wherein said data weights are
determined at least from a weight corresponding to a source
of the input data, a weight corresponding to a time the input
data was received, and a weight corresponding to a frequency
that the input data was received.

26. The method of claim 21, further comprising:

receiving audio data from the one or more audio sources;

performing audio analysis on the audio data to generate
one or more audio parameters; and

determining one or more audio weights for the audio

parameters based at least on the reliability of the audio
sources and based on events external to the system.

27. The method of claim 21, further comprising:

receiving historical data from the one or more storage

areas;

determining one or more historical data weights for the

historical video data; and

evaluating the set of rules based at least on the historical

data and the historical data weights.

28. The method of claim 21, further comprising:

performing data analysis on the input data to generate one

or more data parameters; and

determining one or more data parameter weights for the

data parameters based at least on the reliability of the
data sources and based on events external to the system.

29. The method of claim 21, wherein the events external to
all of the sensory devices include at least an event from a
police database, an event from National Terror Alert system,
anevent from Amber Alerts for missing children, and an event
based on at least one anonymous tip.

30. An apparatus for monitoring, alerting, and acting, com-
prising:

one or more input components adapted to receive input

data from one or more data sources;

one or more storage areas for storing the input data;

adata weight component adapted to determine one or more

data weights for the input data based on a weight corre-
sponding to a reliability of the data sources, a weight
corresponding to a source of the input data, a weight
corresponding to a time the input data was received, a
weight corresponding to a frequency that the input data
was received, and a weight based on events external to
all of the data sources;

arules engine adapted to evaluate a set of rules based on the

input data and the data weights; and

one or more action components adapted to perform one or

more actions based on the evaluation of the set of rules,

wherein future data weights are determined from past
data weights using weighted additional external event
weights.
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31. The apparatus of claim 30, further comprising:

an external data source component adapted to receive input

from external police databases,

wherein the rules engine evaluates the set of rules based on

the received input.

32. The apparatus of claim 30, further comprising:

an external data source component adapted to receive input

from anonymous tips, the anonymous tips having uni-
dentified source, unidentified location, and unidentified
timestamp,

wherein the rules engine evaluates the set of rules based at

least on the received input.

33. The apparatus of claim 30, wherein the set of rules
includes at least a rule for activating an action when a
weighted sum of a set of events is greater than a predeter-
mined threshold.

34. The apparatus of claim 30, wherein said data weights
are determined at least from a weight corresponding to a
source of the input data, a weight corresponding to a time the
input data was received, and a weight corresponding to a
frequency that the input data was received.

35. The apparatus of claim 30, further comprising:

one or more video inputs adapted to receive video data

from one or more video sources;

one or more video detection components adapted to per-

form video analysis on the video data to generate one or
more video parameters; and

one or more video weight components adapted to generate

one or more video parameter weights based at least on
the reliability of the video sources and based on events
external to the system.

36. The apparatus of claim 35, wherein the video param-
eters are determined from the video data by a weighted inte-
gral of the video data over time, weighted by a video weighing
function.

37. The apparatus of claim 36, wherein the video param-
eters are determined from the video data by a predefined
function of the weighted integral, and the predefined function
is a composition of several other functions.

38. The apparatus of claim 30, further comprising:

one or more data analysis components adapted to perform

data analysis on the input data to generate one or more
data parameters; and

one or more data parameter weight components adapted to

generate one or more data parameter weights based at
least on the reliability of the data sources and based on
events external to the system,

wherein the rules engine evaluates the set of rules based at

least on the data parameters and the data parameter
weights.

39. The apparatus of claim 30, wherein the events external
to all of the data sources include at least an event from a police
database, an event from National Terror Alert system, an
event from Amber Alerts for missing children, and an event
based on at least one anonymous tip.
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